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From The Desk Of The PresidentFrom The Desk Of The PresidentFrom The Desk Of The PresidentFrom The Desk Of The PresidentFrom The Desk Of The President
Dear Members,

Greetings of the day to you!!!!

We had an overwhelming response and participation for our Silver Jubilee Celebrations

and for our 24th Annual Karnataka Conference with the theme “Digital Transformation -

Saviour for Pandemic and Cybersecurity” which was held on the 3rd of September, 2021

(Silver Jubilee Celebrations) and 4th September, 2021 for the Annual Karnataka Virtual Conference. The much

awaited Silver Jubilee celebrations took place in the virtual platform. It was a well planned and executed

program. We had the opportunity to hear from our Past Presidents, hosted loads of programs for our members.

It was a well received and celebrated evening. 4th Sep was another big day, where we had our stalwart

speakers talking through the Conference theme. We engaged a vendor and executed the same for the first

ever time in the history of ISACA Bangalore Chapter.

It is that time of the year where we would be meeting as a team to go over the entire year’s performance and

plan some of the new requirements that would help our Chapter’s growth. Yes, we are referring to the

Annual General Meeting (AGM) which is scheduled to take place on the 30th of Oct 2021. We are looking

forward to meeting you all and taking the inputs and suggestions on the way forward and also glad to seek

your support in helping us to elect the new Executive Committee for 2021-2022.

This year was filled with loads of activities. We have tried our best to get maximum value add to the Members

during the COVID situation. We had conducted series of virtual events on:

• Intro Seminars

• CPE Meets

• Review classes

• Short Learning Bytes (SLB)

• Workshop

My sincere thanks to all the members and the colleagues in the Executive Committee for providing excellent

support in the entire Chapter related activities. The current team will sign-off post the AGM and the new

team will be in place for the next term starting 31st of October 2021.

Looking forward to meeting you all at the Annual General Meeting!!!!!

Stay Safe and Stay Healthy!!!!!

Warm Regards,

VELMURUGA VENKATESH, CRISC, CDPSE, COBIT-5 (F), ISO 27001 LA, ISO 31000 CRM
President

September - 2021
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Message From the Vice President
Dear Friends,

Greetings!!

We hope this message finds you healthy and happy, we know these are trying times, please

take the necessary precautions to help ensure your health and safety and that of your loved

ones.

We had a fantastic Virtual Silver Jubilee celebration and Annual conference. I believe most of

you have attended and those who have missed, watched the recorded session of 25th ISACA conference held

virtually on 4th Oct 2021 on a 3D platform. The theme was ‘Digital Transformation - Saviour for Pandemic and

Cybersecurity’. The conference was attended by more than 500 participants.

Mr. Arindam Banerjee, MD CEO Wells Fargo was the Chief Guest and keynote speaker for the annual conference. We

had several speakers from various sectors of industry from India and abroad presenting a variety of topics relevant

in the cybersecurity domain. A power packed panel discussion with experts from the industry on ‘Security

transformation for digital transformation - Challenges and approach’.

The gala event as part of silver jubilee feedback was marvelous with renowned mind reader Mr. Rakesh Syam and

Celebrating abilities - soulful performance by Razi fame Ananya Halankar, artist on the Autism spectrum”. The

special messages from past ISACA Bangalore Chapter Presidents recorded session was nostalgic and gave motivation

to all members who associate with the Chapter.

Our Chapter continues to engage members and provide value to members through online CPE sessions. We

experienced members are attending these online sessions with good active participation and engagement. Thank

you all including our speakers for your active support and participation.

As part of community day on Oct 2, few members from the Chapter visited the Sparsha Trust. The goal of the Sparsha

Trust is ‘to touch a needy’ and for over a decade and half the team has been helping such deprived kids to live a life

of entity, hope, and respect. Our chapter volunteers interacted with children and donated clothing for needy

children.

Lastly and before I sign off, I would like to say a huge thank you to our Chapter EC, members & sponsors for all its

hard work throughout the last few months for making a fantastic silver jubilee and 24th Annual Karnataka Conference.

Our AGM is scheduled on 30th Oct 21 and request all to attend the AGM and see you in AGM.

I am sure we are moving steadily, transitioning into a brighter future.

Regards,

RAJASEKHARAN K R, CISM, CDPSE®, PMP, ITIL (E), CSM, SAFe, ISO 27001 LA

Vice President
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Message From Secretary

Dear Bangalore Chapter Members,

Hopefully this newsletter finds everyone well and enjoying a busy festival season.

India is finally seeing the light at the end of the dark COVID-19 tunnel. The chances of a third

Covid-19 wave appear remote under the “present circumstances” with only the Delta and its

derivatives as the main SARS-CoV-2 variants in circulation and the weekly caseload dropping

steadily, as per experts. With favourable stats and the increase of vaccines administered,

Bangalore city is finally opening up. However, continue to practice safe measures, wear a mask and practice social

distancing.

In September 2021, the Chapter commemorated its 25th year Silver Jubilee Celebration. The purpose of this event

was to recognize our Past Presidents. The Past Presidents shared their experiences with participants during the

celebrations. A BIG THANK YOU to all our Past Presidents.

This year’s Annual Karnataka Virtual Conference in September 2021 themed as “Digital Transformation - Saviour for

Pandemic and Cybersecurity” was a huge success. The Conference was attended by 535 delegates. The conference

session included national and international speakers from various industry presenting on a variety of topics. Very

positive feedback was received from delegates of the conference.

Finally, it is hard to believe the Chapter year is coming to an end in a few days, and we are done!

BOARD ELECTIONS………. GET READY TO VOTE!

You all, as the members of the Bangalore Chapter, would have received AGM Notice on 8th October 2021 via email.

Information included instructions to cast your vote for candidates running for board positions (If need arises). You

will be voting for the Chapter board officers which include: President, Vice President, Secretary, Treasurer and 10

Director positions. The Chapter’s Bylaws link was given as well. Request all to attend the AGM on 30th Oct 2021

without fail.

I also want to give a huge “THANK YOU” to the members in the Executive Committee for providing support in all the

activities related to Chapter. Our team is signing off and the new Team will take over the reins. We will celebrate

elected board officer and directors at the AGM.

Thank you for reading the newsletter.

Regards,

VIJAYAVANITHA, CISA, CIA, MBA, M Com

Secretary
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Chapter Highlights for the period from July to September 2021

SHORT LEARNING BYTES (SLB) :

Topic : “Technical Security Audit of Cloud”

Venue : Web-based ONLINE session via Zoom Webinar Platform

Date : 10-Jul-2021 (Saturday)     Time : 5:30 PM - 6:30 PM IST

Topic Summary:

• High level Cloud Architecture   

• Services provided by the Cloud providers

• Applicable standards

• Auditing Challenges with Cloud computing

• Native security services provided by cloud providers

• Sample case study with AWS 

Speaker: Atul Prakash

Speaker profile: Atul Prakash is currently working as ”Director - Cybersecurity Operations & Engineering” with

Envestnet & Yodlee. He has seventeen years of professional experience in Information security, Cybersecurity and

is successful in designing, developing, managing, operating, reviewing and assessing global enterprise security

solutions within BFSI, Telecom, Oil & Gas, Insurance and Manufacturing domain across APAC, MEA, EU and Americas.

CPE MEETINGS:

Topic : “Combating Application Abuse by Automated Traffic Detection and Bot Prevention - Use cases

from Financial Sector & e-Commerce”

Venue : Web-based ONLINE session via Zoom Webinar Platform

Date : 31-Jul-2021 (Saturday)     Time : 5:30 PM - 7:30 PM IST

Topic Summary :

Automated Traffic is a central part of digital business and revenue generation. Through cross industry case studies,

understand how application abuse can be mitigated by identifying automated attack vectors and how you can

support your digital business initiatives better.”

Speaker: Vaibhav Khandelwal

Speaker profile: Vaibhav Khandelwal (VK, is Manager for Cloud Security & Fraud Solutions at F5 Networks looking

after sales for ASEAN and South Asia markets. He has been working at intersection of Banking and Technology with

prior roles in Cybersecurity, Digital Banking Transformation, Fraud Prevention and Risk Management. Before F5, VK

worked across several markets with IBM, RBS and ABN AMRO Bank.
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SHORT LEARNING BYTES (SLB) :

1. Topic : “IoT Security - Overcoming the Security Challenges in Connected World”

Venue : Web-based ONLINE session via Zoom Webinar Platform

Date : 21-Aug-2021 (Saturday)     Time : 5:30 PM - 7:30 PM IST

Topic Summary:

• Overview of IoT

• Introduction to IoT Security

• Recent attack trends in connected technology

• Attack surfaces and Security challenges

• Global standards and regulations

• Leading practices to follow

Speaker: Neeraj

Speaker profile: Neeraj is a seasoned cyber security professional with master’s in information security having 9+

years of extensive experience in product security, penetration testing (hardware, firmware and software) a wide

range of embedded /IoT enabled devices, ICS/OT security and Plant/factory/site security assessment using ISA-

62443. Vast hands on experience with penetration testing of web and mobile application, API security, Cloud, thick

client and product security testing and Network security architecture review/audit.

Followed by the SLB, we have scheduled for a one hour ‘Introductory Seminar’ where we will be walking you

through the ISACA Certifications, Review class scheduled for the upcoming session. Kindly share this information

with your friends and family who are interested in pursuing ISACA Certifications. The training schedule is attached

in the email for your perusal.

2. Topic : “Proactive Data Analytics Driving Convergence of CISO and CSO Function”

Venue : Web-based ONLINE session via Zoom Webinar Platform

Date : 25-Sep-2021 (Saturday)     Time : 5:30 PM - 7:30 PM IST

Topic Summary:

Deep dive into various data analytics driving scenarios, methods and the decision making for Convergence of CISO

and CSO function with real case studies.

Speaker: Pawan Desai

Speaker profile: Pawan Desai, CISA, CISSP, CBCP, Co-founder & CEO, MitKat Advisory is an acknowledged cyber

security thought leader and entrepreneur who speaks regularly at prestigious forums like Horasis Annual

Meeting, CyberFrat, OSAC, ACSG, ASIS, BCI, Duty of Care, WiCyS India, (ISC)²Singapore Chapter, Symbiosis Institute

of Digital & Telecom Management (SIDTM), ET Edge - An Economic Times Initiative, CORE Global online

Summit, OSPAs, CII, Secutech, GWFM etc.
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INTRO SEMINAR:

1. ‘Introductory Seminar’ - conducted on ISACA Certification Courses.

Venue : Web-based ONLINE session via Zoom Webinar Platform

Date : 21-Aug-2021 (Saturday)     Time : 5:00 PM - 7:00 PM

The Chapter team imparted an over view on ISACA Membership benefits, ISACA certifications, CISA, CISM, CRISC,

CGEIT & CDPSE Certifications to all Participants who appreciated the seminar very well.

PLANS FOR THE NEXT MONTH (OCTOBER 2021)

25th Annual General Body Meeting.

RENEWAL OF YOUR ISACA MEMBERSHIP FOR 2021- RETAIN YOUR VALUABLE CERTIFICATION AND MEMBERSHIP

Warm Greetings from ISACA Bangalore Chapter!!! We thank you for your continued support and commitment to

professional excellence by earning one or more of ISACA Certifications.

Use your ISACA® membership and ISACA certification(s) as the platform for your growth by utilizing the opportunities

for professional development. As you would have experienced, your ISACA membership and certification(s) increase

your advancement opportunities by keeping you informed of standards and good practices in the fields that matter

most to you and providing access to leading edge research and knowledge through Journals, Webinars, Blogs,

ISACA e-library, local chapter events and many more.

Also, you are aware ISACA Bangalore Chapter provides significant benefits and local networking opportunities to

its members. The chapter has been in the forefront and served its members in their quest for acquiring professional

knowledge by conducting regular CPE Sessions, Webinars, Conferences and other professional development

programs. At the chapter it is our endeavor to bring to the table the most relevant of the current topics and

encourage active participation of members.

Visit www.isacabangalore.org for more information.

Now it is time for renewing your ISACA® membership for 2021 if not already done. Please ensure to renew your

membership before the PURGE to ensure the benefits arising out of continued membership.

Please click below to renew (login with your ISACA username and password to renew)

http://www.isaca.org/renew

In case you need any assistance, please do not hesitate to reachout to me or Chapter Office at

chapter@isacabangalore.org

PS: If you have already renewed your membership - Thank you for your support. Please ignore this reminder.
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For your information, the membership dues are indicated here below:

International Membership Dues:  $135.00

ISACA Bangalore Chapter Dues: $10.00

Total Dues for 2021 membership renewal: US$ 155.00

Note: Apart from the above, certification maintenance dues may apply as per the certifications held.

WHITEPAPER CONTEST

ISACA Bangalore chapter invited for the first ever Whitepaper contest as part of our chapter 24th Annual Karnataka

Virtual Conference.The topic for the Whitepaper was ‘Digital Transformation - Cyber Security Challenges’. Around

11 papers submitted by our chapter members. Following are the winners and chapter congratulated the top 3

winners during the and rewarded with gift vouchers.

Winners Name

1st Prize Ms. Praveena K R

2nd Prize Ms. Shini Menon

3rd Prize Mr. Udayshankar Tadigadapa

The articles Significance of Risk Culture in an Organization by Ms. Shini Menon which bagged the 2nd Prize &

Significance of Risk Culture in an Organization by Mr. Udayshankar Tadigadapa which bagged the 3rd Prize in

Whitepaper Contest will be published in our next issue.

YOUR ISACA BANGALORE CHAPTER

WANTS TO PURCHASE NEW OFFICE

Floor Area of 1200 - 1500 Sq. ft. Office Space

Parking facilities preferred

Location upto 2 kms of any of the

Bangalore Metro Stations

Contact Details : building@isacabangalore.org
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ISACA Bangalore Chapter
Registration Form for CISA & CISM for

Computer Based  Exams in 2021

Venue:  Chapter Office-Address mentioned underneath

1. NAME:…………………………..............................…………………………………………………………...........................................

2.  CISA      CISM      CRISC      CGEIT (Please tick for Registration)

2. ISACA MEMBERSHIP NO:...……………........................................………………NON MEMBER (Please tick as applicable)

3. DESIGNATION:   .............................................. QLFN: ........................................................................................

4. ORGANISATION: .....................................................………………...………………………………………………………………………

6. ADDRESS: .........................................…….…………………………………………………………………….....................................

.........................................…….……………………………………………………………………....................................................

7. PH:OFFICE………............………………….RES………………........................…MOBILE:..................................................

8. EMAIL: ………………….......................……………...……………………................................................................................

9. PRESENT WORK AREA  :...........……………………………………………………....................................................................

Registration Fee per batch classes : Rs. 8500/- for ISACA Members and for Non members Rs. 9500/- (Inclusive

of Taxes) A Local Cheque/Bank Pay Order in favour of ISACA, Bangalore Chapter and the same may be

despatched to the Office address

or

NEFT (Wire transfer) to : State Bank of India, PBN 1027, 14th Main, 1st Block, Rajajinagar Branch, Bangalore-10.

Savings Bank Account No.54003825745. Account Holder : ISACA, Bangalore Chapter

IFSC Code-SBIN0040197 / MICR 560002408

Date__________________ Candidate Signature

Course Material - Received / to be received.

No.S-13, 531/A, 2nd Floor, Priya Chambers, Dr. Rajkumar Road, Opp. St. Theresa’s Hospital, 2nd Stage, Rajajinagar,

Bangalore - 560 010, Ph. : 080 65640042 / +91 9535197405

Email ID : chapter@isacabangalore.org.    Website : www/isacabangalore.org

Affix your Photo
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FRAMEWORK TO UNDERSTAND BEHAVIOURAL INFLUENCES ON

CYBERSECURITY CULTURE OF ORGANISATIONS

- Praveena K. R.

Abstract

Cybersecurity risks are top priority for organisations of

all sizes, sectors, and geographies. Examination of

commonplace security incidents clearly establishes that

the human element has an overbearing influence on the

underlying causes.CyC is about making information

security considerations an integral part of an employee’s

job, habits, and conduct, embedding them in their day-

to-day actions.

The proposed Cybersecurity Culture (CyC) Framework,

is based on The Cultural Web model, which is for

organisational behaviour. Attributes have been defined

under each of the six elements that are tailored to CyC.

The framework focuses on behavioural aspects and is

designed to be simple, flexible,  measurable, and

provide pointers for practical interventions to improve

CyC health. CyC Framework provides a method to

measure cultural health using CyC Health score.This is

About the Author: PRAVEENA K R, MCom, ACA, CISA

ISACA ID: 344257

(White paper submitted to ISACA Bangalore chapter under the theme - Significance of Risk Culture in an

Organization, August 2021)

Praveena  is  a  Finance  and  InformationSecurity  professional.  She  is  a  Chartered  Accountant  (ACA)  and  Certified

Information  Systems  Auditor  (CISA)  by  qualification.  Praveena  has  undergone  the  ISO  Lead  Auditor  course

(Information Security Management System) and has a Six Sigma Green Belt. She has over fifteen years of experience

in accounting, auditing and consulting.Her  areas  of  expertise  include  Information  Systems  Audit,  IT  Security

Audit,  Internal  and  Management  Audit, Business  Process  Reengineering,  MIS,  Business  Plans  and  Feasibility

Studies.  Her  countries  of  work  experience include India, UAE, Bhutan, Bangladesh, Netherlands, and UK. She is

anExecutive Director &Senior Consultantat MaGC and can be reached at praveena@magc.in

also visually represented as CyC Health Score Web,

showing position against each element.

It can provide key inputs to stakeholders such asBoard/

Governing body level decision makers and internal/

external/IS Auditors. This framework can be integrated

with the existing IT Governance Framework and

Enterprise Risk Management (ERM) framework of

organisations. Further it will lend itself to Artificial

Intelligence/Machine Learning (AI/ML) solutions for

continual behavioural tracking.

Structured research may be required to refine the

attributes, map CyC Framework to existing cybersecurity

frameworks/standards, and develop AI/ML use cases.

Key Words

Risk Culture, Cybersecurity Culture, User Behaviour,

Framework, Assessment, Cybersecurity Culture Health

score, AI/ML use case
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Framework to understand behavioural influences on Cybersecurity Culture of Organisations

Praveena K R, MCom, ACA, CISA

(White paper submitted to ISACA Bangalore chapter under the theme - Significance of Risk Culture in an

Organization, August 2021)

Framework to understand behavioural influences on Cybersecurity Culture of Organisations

Submission by K R Praveena

Theme: Significance of Risk Culture in an Organization

Whitepaper Contest - ISACA Bangalore Chapter

1. Introduction

Every organisation has its distinct risk universe and its own unique approach to manage and mitigate its risks. The

risk culture of the organisation is a key factor which influences the strategies and practices adopted in risk

management. A healthy risk culture facilitates successful risk management.

In this cyber age, Cybersecurity risks are top priority for organisations of all sizes, sectors, and geographies.

Technological advancements have also resulted in democratised IT environments, necessitating Organisations to

think beyond boundary security controls. Examination of commonplace security incidents clearly establishes that

the human element has an overbearing influence on the underlying causes.Therefore, there is a need to ensure

Cybersecurity Culture is closely assessed, monitored, and managed such that it results in least risky behaviour.

While much research work is available on risk culture, a framework to understand behavioural influences which

impact Cybersecurity Culture is not available. This white paper ideates a practical framework to address this gap.

The framework is intended for use to understand the current CyC, measure its health, and identify areas for

intervention.

The objective of this paper is to bring out a behavioural framework for assessing CyC and if possible attempt to

configure a CyC Score for organisations, irrespective of the  size and complexity of the organisations. This is important

as Cybersecurity risk is omnipresent and insensitive to configuration of organisations. Also, organisations can

attempt to improve the CyC scores there by continuously keep reinventing strategies in this regard. Hence, it is

expected that the CyC Framework could pave way for structuring Cybersecurity strategies.

2. Definition of Risk Culture in the context of Cybersecurity

Risk culture is a term describing the values, beliefs, knowledge, attitudes and

understanding about risk shared by a group of people with a common purpose(IRM, n.d.).

IRM’s Risk Culture Framework complements this definition by recognising the importance

of the individual’s ‘predisposition to risk’ and ‘personal ethics’ in shaping people’s

attitudes. It then describes the link between these attitudes driving behaviours and

behaviours in turn shaping organisational culture. The framework recognises that risk

culture, in turn, is a product of the organisation’s overall culture (Figure 1) (IRM, n.d.).

In the context of mitigating Cybersecurity risks, the risk culture is commonly referred to

as Cybersecurity Culture (CyC), which is about making information security considerations

an integral part of an employee’s job, habits, and conduct, and embedding them in

theirday-to-day actions ((ENISA), 2017). Figure 1: IRM Risk Culture

Framework
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Framework to understand behavioural influences on Cybersecurity Culture of Organisations

Submission by K R Praveena

Theme: Significance of Risk Culture in an Organization

Whitepaper Contest - ISACA Bangalore Chapter

3. Importance of Cybersecurity Culture (CyC)

Cybersecurity is a superset of the practices embodied in IT security, information security, operational technology

(OT) security, and offensive security(Weiss, et al., June 2013). It casts a wider net than information security, and is

impacted by human behaviour. In cybersecurity, human factor has an additional dimension - as potential targets of

cyber-attacks or even unknowingly participating in a cyber-attack (Reegard, et al., 2019). This makes CyC an important

instrument to manage cybersecurity risks.

In Verizon’s Data Breach Investigations Report 2021, Phishing and Social Engineering are top modes of breaches

(Verizon, 2021), clearly establishing that the human factor is a weak link when managing cybersecurity risks. The

only mitigation is to strengthen CyC in organisations, which can in turn propel desirable human behaviour.

In a Cybersecurity Culture study conducted by ISACA & CMMI Institute, 95% of respondents recognised that there

is a gap between the organization’s desired and actual culture of cybersecurity; and 87% confirmed that establishing

a stronger culture of cybersecurity would increase their organization’s profitability or viability(CMMI&ISACA, 2018).

The same study also infers that successful Cybersecurity Culture helps in - reduction of cyberincidents, building

customer trust, and improving brand reputation.

The need for nurturing good CyC is amplified by the fact that with the COVID pandemic, increasingly employees are

working from environments that are not under the control of organisations.

Further, monitoringCyC can help organisations in devising interventions that can prevent occurrence of a breach or

materialisation of a cybersecurity risk. The above discussion clearly brings out the need to understand behavioural

influences on CyC, assess and monitor it.

4. Existing models on organisational culture/risk culture

COBIT (ISACA’s IT governance framework) recognises that “Culture, ethics and behaviour of individuals and of the

enterprise are very often underestimated as a success factor in governance and management activities”. It identifies

‘culture and behaviour’ as a governance component to achieve AP001: Managed IT Management Framework; as

information security processes and procedures will not be effective if the enterprise’s and personnel’s culture and

ethics are not appropriate. However, it does not discuss CyC in detail(ISACA, 2019).

Some of the other common models and frameworks used to

measure ‘risk culture’ in organisations:

Attitude-Behaviour-Culture model (A-B-C model) by Hillson,

David (Hillson, 2013)–describes the relationship between

attitude, behaviour, and culture (Figure 2).

• Pros - Robust conceptual model, helps high level

understanding

• Cons - Does not have components for practical

application
Figure 2: A-B-C model

shapes forms

influences

influences
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Framework to understand behavioural influences on Cybersecurity Culture of Organisations

Submission by K R Praveena

Theme: Significance of Risk Culture in an Organization

Whitepaper Contest - ISACA Bangalore Chapter

IRM Risk Culture Aspects Model by IRM (IRM, n.d.) -

proposes 8 aspects, grouped into 4 themes, that need to

be in place to ensure a healthy risk culture, aligned to

the organisation’s strategic objectives and business

model (Figure 3).

• Pros - Extensive coverage, includes diagnostic

questionnaire

• Cons - Behavioural aspects not fully captured,

focussed on governance & controls

Risk culture framework by McKinsey & Co (Mckinsey & Co, 2010)- identifies 10 key cultural factors which contribute to

failures. These are mapped to four dimensions and measures them in a continuum from weak to strong (Figure 4).

• Pros - Based on research on risk culture failure case studies, considers behavioural aspects

• Cons - Presupposes existence of robust risk management, difficult to apply for smaller organisations

There are models by other top consulting companies aligned to one or more of above.

Figure 3: IRM Risk Culture Aspects Model

Tone at the Top Decisions

Risk Leadership Informed risk decisions

Dealing with bad news Reward

Governance Competency

Accountability Risk resources

Transparencey Risk Skills

Groups Dimension High Risk Low Risk

Communication Poor Good

Transparency of Risk Tolerance Unclear Clear

Level of insight Lack of insight Good insight

Confidence Overconfidence Confident but careful

Acknowledgement of risk Challenge No Challenge Constructive challenge

Openness Fear of bad news Reward Honesty

Level of care Indifference Diligence

Responsiveness to risk
Speed of response Slow Fast

Cooperation Gaming Coordinating

Resect for risk
Adherence to rules Beat the system Play by rules

Figure 4: McKinsey’s Risk culture framework
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Cultural Webby Gerry Johnson and Kevan Scholes

Organisational culture is tricky to assess as it is unique to each entity. The Cultural

Web, developed by Gerry Johnson and Kevan Scholes, is one approach which

provides a means to understand and change an organization’s culture. It can

help identify the gaps and highlight areas that need alignment to organisational

strategy. The Cultural Web identifies six interrelated elements (Figure 5) that

help to make up the “paradigm” - the pattern or model - of the work

environment. By analyzing the factors in each, one can begin to see the bigger

picture of what is working, what isn’t working, and what needs to be changed.

The six elements are: Stories, Rituals and Routines, Symbols, Organizational

Structure, Control Systems, and Power Structures (Johnson & Scholes, 2012).

An  SAI computing conference paper by Adéle Da Veiga, provides Cybersecurity culture research methodology

(CSeCRM)(Da Veiga, 2016), which describes the methodology to develop CyC. In a research paper, based on an

analysis of 69 papers, the authors describe cybersecurity culture and safety culture as two distinct sub-components

of organizational culture. Further they identify certain Cybersecurity culture practices around Management support,

Cybersecurity Policy, Cybersecurity awareness and training, Involvement and communication, and learning from

experience (Blackett, et al., 2019).A literary review work on user behaviour infers that personality traits and individual

differences in procrastination, impulsivity, and risk-taking behaviours, are related to cyber security behaviours

(Moustafa, et al., June 2021).

COBIT (ISACA’s IT governance framework) recognises that “Culture, ethics and behaviour of individuals and of the

enterprise are very often underestimated as a success factor in governance and management activities”. It identifies

‘culture and behaviour’ as a governance component to achieve AP001: Managed IT Management Framework; as

information security processes and procedures will not be effective if the enterprise’s and personnel’s culture and

ethics are not appropriate. However, it does not discuss CyC in detail (ISACA, 2019).

The above discussion on available literature reveals that there is limited work on precisely measuring CyC.Moreover,

available frameworks are either too generic/conceptual or not focussed on CyC.

5. Proposed CyC framework

The gap is predominantly due to an approach of mitigating cybersecurity

risks using process and technological solutions that focus on compliance

rather than on commitment to risk management. While compliance is rule-

based, commitment to risk management can only be achieved through

behavioural changes. To address this perceptible gap, the author has ideated

a framework to understand and assess cybersecurity culture that is based

on The Cultural Web model. The Cultural Web model was chosen since it is

simple to follow and focusses on behavioural aspects. The framework

provides six behavioural elements that impact CyC.Under each element,

its objective and attributes have been defined totailorit for CyC (shown in

Figure 6). This resulting model has been namedthe Cybersecurity Culture

(CyC) Framework.

Figure 5: Cultural Web

Figure 6:  Cybersecurity Culture (CyC) Framework
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Description of each element, its key attributes, and examples of desirable & undesirable behaviour areprovided

below:
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CyC framework lends itself for use in entities of all sizes. Assessment can be made more objective by defining pertinent

indicators for each attribute that drawsinputs from ERP transaction logs, firewalls that use User and entity behaviour

analytics (UEBA), Security Information and Event Management (SIEM), attendance records, employee surveys, audit

reports/observations, etc.

6. Scoring CyC health

CyC frameworkfacilitates assessment ofcultural health against

the different attributes under each of the elements (say from

1 to 5 with 1 representing very poor cultural health and 5

representing excellent cultural health). The element-level

score can be arrived at by averaging the score of the attributes.1

Thesum of scores of all elementsrepresents the organisation’s

CyC Health Score. This is represented as a web diagram for

application - CyC Health Score Web (shown in Figure 7). Each

axis represents one element. The concentric hexagons

represent increasing health (innermost hexagon indicates very

poor health with score of 1, and outermost hexagon represents

excellent health with score of 5).

1Alternatively, attributes may be assigned weights and weighted average score can be arrive at.

Rituals &

Routines

SymbolsPower

Structures

Stories

Organisation

Structure

Control

Systems

CyC

Health

Score Web

Figure 7:  CyC Health Score Web template
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The filled example shown in Figure 8 may be interpreted as

follows:

• Power structures & Organisation Structure elements are

assessed to be in good health (average of attribute scores

is 4 on 5),

• Stories element is assessed to be in poor health (average

of attribute scores is of 2 on 5),

• Overall health is moderate at 63% (score of 19 over a total of 30),

• Organisation needs to focus measures to improve the

Stories element, interventions to improve each attribute

under Stories element to be devised.

7. Applicability of CyC framework

CyC Framework will complement and enhance existing cybersecurity frameworks. It will help demonstrate how

behavioural aspectsimpact the cybersecurity ofthe organisation.

i. It can be used by organisations as part of their IT Governance framework. CyC Health score can help measure

and quantify improvement/deterioration of CyC.

ii. Determining CyC Health score can be automated by mapping data for metrices. It will lend itself to potential

Artificial Intelligence/Machine Learning (AI/ML) solutions for continual behavioural tracking.

iii. CyC Health Score Web can assist in explaining behavioural aspects to Board/Governing body level stakeholders.

iv. It can be a component of organisation’s Enterprise Risk Management (ERM) framework.

v. Internal/External/IS Auditors can use the CyC Health Score as input for risk assessment and assertion on

general controls.

8. Scope for further research in this area

The CyC framework conceptualises the need for CyC assessment tool. The framework needs to be tested and

subjected to empirical analysis. Some questions that require further research in respect of CyC are:

i. Can attributes proposed in the CyC framework be refined with inputs from industry?

ii. How can Industry specific peculiarities (for ex: IT industry, defence, financial services, aviation, ecommerce)

be embedded in the Framework?

iii. Detailed mapping of CyC framework to existing cybersecurity frameworks/standards like COBIT, ITIL, &

Information Security Management System (ISO 27001 -ISMS).

iv. Critical Success Factors and Key Performance Indicators across the six dimensions of the CyC Web: What are

they sensitive to?

v. CyC Web as a Corporate Governance tool – what are the profits and pitfalls?
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Figure 8:  CyC Health Score Web example
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9. Concluding remarks

This white paper attempts to conceptualise a framework that can facilitate structured consideration of behavioural

influences on Cybersecurity Culture. It envisages the building blocks to construct an assessment cum governance

tool that can help organisations measure the health of their Cybersecurity Culture. Further research can help

finetune this work for the same.
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